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Abstract. In chemo-informatics, XOR-folding of fingerprint bit vectors is a promi-
nent technique for speeding up searches in databases [7]. For Privacy-preserving
Record Linkage (PPRL), folding techniques have been applied using Multibit Trees
for rapid linking [4,9].
In this paper, we propose using this technique on Bloom Filters as used in PPRL
[2], to prevent bit pattern attacks [11]. We test the method in terms of linkage qual-
ity and decoding rate as defined in [12,11] using real-word data from a German
phone book.
Our results show no reduction in linkage quality using single XOR folding. How-
ever, the folding prevents bit pattern attacks completely. Another advantageous
property of the folded Bloom Filters is the reduced length, which leads to a 50%
decrease in memory consumption and a reduction in the time required for block-
ing and linking the data. Therefore, we consider the technique demonstrated in this
paper as a promising candidate to be examined in further systematic tests of the
cryptographic properties of hardened Bloom Filters for PPRL applications.
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1. Introduction

Larger bit vectors (with a typical length of 512 to 1024 bits) are widely used in chemo-
metrics [1] as well as in Privacy-preserving Record Linkage (PPRL [2]) to represent
information on the characteristics of interest. Efficient searching of data bases containing
up to 107 records of binary vectors in chemo-metrics and up to 108 records in PPRL for
health informatics [3] is an important research topic in many fields [4,5,6]. One of the
available techniques for speeding up searches is bit vector folding [7].

In chemo-informatics, the folding of a bit vector is used to speed up searching chem-
ical data bases [1]. For the intended application, privacy considerations are irrelevant.
However, the same idea of folding can be used in the context of Privacy-preserving
Record Linkage [8], especially for rapid linking of binary data [9]. We here propose the
use of bit vector folding to increase the security of Bloom Filters [10]. The folded bit
vectors will be more resilient against bit pattern attacks as described in [11].

We first describe the folding process. Then we will demonstrate the resulting crypto-
graphic properties with respect to the attack described by [11,12]. Finally, linkage quality
will be discussed briefly.



2. Vector folding

We denote the original binary vector of length n (typically 500 ≤ n ≤ 1000) as ~A. The
resulting vector ~a is constructed by splitting the original vector ~A in two halves (~a1 and
~a2) of length n

2 :

~a1 = ~Ai, i ∈ {1, . . . , n
2
}

~a2 = ~Ai, i ∈ {n
2
+1, . . . ,n}

Finally, both halves are combined by the XOR operator:

~a =~a1⊕~a2

Of course,~a contains a 1 if, and only if exactly one of the vector halves contains a one at
the corresponding bit position. Figure 1 demonstrates the construction.

Figure 1. XOR-Folding using n = 16 bits set to zero (white) and one (black). The vector is folded four times,
resulting in a vector of the length n = 4. The idea of the figure is taken from [7, p. 1369].

3. Decoding rates using XOR-folding

To attack standard composite Bloom Filters (CLKs) and folded Bloom Filters, the attack
by [12] was used. It uses clear text training data to build a bigram frequency table, which
is used to guess the bigrams of Bloom Filters according to their bit pattern frequencies
in the attacked data set. Two frequency matrices D and E are created, where D contains
the frequencies of the training data bigrams and E is the matrix with the bit pattern
frequencies of the Bloom Filter data set. The similarity of the two matrices is minimized
using an automated algorithm, which guesses the bigrams corresponding to a bit pattern
according to their frequency similarity. If the resulting clear text matches the clear text
proposed by the attack, a record is considered to be successfully decoded.

For standard CLKs, the decoding rate was 79%. If dates of birth are included as
an identifier, only 49% of the CLKs can be decrypted. However, using the attack on



folded Bloom Filters resulted in a decoding rate of zero. The deletion of ones by the
XOR-operator changes the bit patterns in a way, which can no longer be re-identified
by a systematic search. Therefore, we are tempted to assume that folded Bloom Filters
can not be attacked by the original bit pattern attack as implemented by [11,12]. This
warrants further research.

4. Linkage quality using XOR-folding

To assess the linkage quality in terms of precision:

Precision =
True positives

True positives + false positives

and recall:

Recall =
True positives

True positives + false negatives

n = 100.000 records were sampled from a German phone book. In a copy of this
file, we simulated errors for 20% of all rows. Data corruption types included swapping,
deletion, insertion and replacement with probabilities for each error type according to
FEBRL [13]. In addition, for 3% of the records, first and last name were interchanged.
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Figure 2. Recall for linking German phone data with 20% errors. XOR-Folding was done once and twice on
standard CLKs of the length n = 1000 using k = 20 hash functions.



|||||||||||||||
||

||

|

|

●●●●●●●●●●●●●●
●●

●
●

●
●

●

0.88

0.90

0.92

0.94

0.96

0.98

1.00

20%
 errors

0.80 0.85 0.90 0.95 1.00

Tanimoto−Threshold

P
re

ci
si

on

Variant
●

|

Standard CLK

1−Time Folding

2−Time Folding

Figure 3. Precision for linking German phone data with 20% errors. XOR-Folding was done once and twice
on standard CLKs of the length n = 1000 using k = 20 hash functions.

Figures 2 and 3 show the impact of folding on the linkage quality in terms of recall
and precision. Folding the Bloom Filter once shows no decrease in precision, while a
second folding leads to a markedly decreased performance. This reduced precision is
due to the fact that more false positives are found when only 1

4 of the original length
is retained. Finally, the recall is stable using any method, even slightly outperforming
unfolded Bloom Filters.

5. Systematic evaluation

To better assess the impact on folding on linkage quality, a test was devised using more
encryption parameters and data sources. Figures 4, 5 and 6, show recall, precision and f-
measure (calculated here as the unweighed mean of precision and recall) for CLKs using
k = 10 to k = 30 hash functions with FEBRL-generated data, NC Voter data and German
telephone data (the data source of the first test).

While the recall is consistently better using folding (figure 4), the precision drops
considerably (figure 5), leading to a mixed view when averaging both measures (figure
6): Using German telephone data, folding looks to be slightly superior to standard CLKs.
However, looking at the other data sources shows virtually no difference in F-Score.

To sum up, folding a Bloom Filter exactly once using the method described above
yields virtually no reduction in linkage quality, while completely preventing all currently
known attacks.
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Figure 4. Recall for linking German phone book/FEBRL (20% errors) NC Voter (0% errors) data. XOR-Fold-
ing was done once on standard CLKs of the length n = 1000 using k = 10 to k = 30 hash functions.
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Figure 5. Precision for linking German phone book/FEBRL (20% errors) NC Voter (0% errors) data. XOR–
Folding was done once on standard CLKs of the length n = 1000 using k = 10 to k = 30 hash functions.
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Figure 6. F-Score for linking German phone book/FEBRL (20% errors) NC Voter (0% errors) data. XOR–
Folding was done once on standard CLKs of the length n = 1000 using k = 10 to k = 30 hash functions.

6. Discussion

We here suggested a new hardening technique for Bloom Filters for PPRL. Up to now,
only a few other techniques have been suggested. For example, replacing double hashing
with random hashing [11], salting with stable identifiers [11], combining several Bloom
Filters into one [14], sampling and shuffling bits from several Bloom Filters [15], rehash-
ing [8], randomized-response bit flipping [16] and balancing Bloom Filters [16].

The results from our preliminary experimentation show no signs of a decreased link-
age quality in terms of precision and recall using one-time folding on Bloom Filters,
while completely preventing the attack proposed by [11]. It has to be noted, that the re-
duced size of the Bloom Filters after folding also reduces the memory required, while
speeding up the linkage, because fewer bits have to be compared.

Therefore, we consider the technique demonstrated in this paper as a promising
candidate to be examined in further systematic tests of the cryptographic properties of
hardened Bloom Filters for PPRL applications.
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